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1
Decision/action requested

We propose to agree and add Vehicle UE privacy evaluation to TR 33.885 [x] (in conclusion or solutions clause), to conclude the study of LTE V2X security.
2
References

To the rapporteur: draft TR reference is included according to the guide from tdoc template, but obviously it should not be added to the draft TR.

[2]
3GPP TS 22.185: "Service requirements for V2X services".
[11]
3GPP TS 23.285: "Architecture enhancements for V2X services, stage 2".
[13]                      3GPP TS 33.401: "3GPP System Architecture Evolution; Security architecture".
[x]
3GPP TR 33.885: "Study on Security Aspect for LTE support of V2X Services". V0.5.0

3
Rationale

In this discussion and pCR, we evaluate vehicle UE privacy solutions based on potential security requirements and possibly other general criteria, set the base for normative work. In TR 33.885 V0.5.0 [x], there are seven potential security requirements (including referenced two requirements from 3GPP TS 22.185 [2]) for key issue #6 “Vehicle UE privacy” (clause 5.7.3), and seven solutions, as follows:
[Requirements in clause 5.7.3]
Privacy requirements [R.5.3-005] and [R.5.3-006] are specified in 3GPP TS 22.185 [2] and repeated here for completeness:

[R.5.3-005] Subject to regional regulatory requirements and/or operator policy for a V2X application, the 3GPP system shall support pseudonymity and privacy of a UE using the V2X application, by ensuring that a UE identity cannot be tracked or identified by any other UE beyond a certain short time-period required by the V2X application.

[R.5.3-006] Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the 3GPP system shall support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region

In addition the following potential security requirements are proposed:

UE pseudonymity should be provided to conceal personal data from attackers. 

The UE identity in the V2X messages should be protected

The content of the data transmitted  by a vehicle UE should not lead to the ability of another V2X entity (UE, network, application server) to identify or track the sender UE beyond a short time period necessary for the V2X application. 

It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of  tracking the UE. 

The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.
[V2X Privacy Solutions]
Table xx: Proposed V2X Privacy solutions
	Solutions
	Key issues or security requirements to address 
(as in introduction of solution)

	6.3 Solution for attach identifier obfuscation for vehicle UE privacy
	Key Issue #7 "Vehicle UE privacy "

	6.5 “Solution for Vehicle UE privacy from the MNO based on attach data”
	Requirement #6 (It shall be possible to prevent the LTE network from using the data…)

	6.6 “Solution for Vehicle UE privacy based on data traversing network
	Requirement #5 (The content of the data transmitted  by a vehicle UE should not lead to…)

	6.9 Solution using encrypted IMSI to proven MNO identifying the UE
	Key Issue #7 "Vehicle UE privacy"

	6.12 Hiding UE identity from other V2X UEs and the serving network
	[R.5.3-005] of 3GPP TS 22.185 that a UE can only be tracked by another UE... Further it also secures UE's privacy against the visited operator. (and possibly other requirements as well)

	6.13 Solution against V2X UE tracking based on PC5 autonomous mode
	KI#7 on Vehicle UE privacy

	6.14 Providing privacy from serving network by using a dedicated V2X MVNO
	KI#7 on Vehicle UE privacy


Among the solutions, 6.5 and 6.6 address specific requirements, and are complementary to other more comprehensive solutions. Solution 6.13 is limited optional solution for strong privacy rule, because it is difficult to expect that other WGs agree to limit the mode usage just for the sake of less impact on LTE system (it will make LTE V2X less competent). Solution 6.12 seems to try to cover all the requirements except requirement #2, [R.5.3-006] (i.e. V2X UE is non-trackable by operator), while it suggests to provide privacy against the visited operator. Solution 6.3, 6.9, and 6.14 try to solve whole requirements (possibly accompanied by other solutions such as solution 6.5, 6.6), including strong privacy rule of [R.5.3-006]. As potential base solutions for normative work, it seems natural to evaluate solutions which cover whole requirements: solutions 6.3, 6.9 and 6.14; without strong privacy rule, solution 6.12. Oher privacy solutions could be also considered as optional or complementary solutions in normative work.
Table yy: Evaluation of V2X privacy solutions for regions with strong privacy requirement
	
	6.3 Solution for attach identifier obfuscation for vehicle UE privacy
	6.9 Solution using encrypted IMSI to proven MNO identifying the UE
	6.14 Providing privacy from serving network by using a dedicated V2X MVNO

	[R.5.3-005] Prevention of tracking or identification of UE identity by any other UE beyond a short time-period1)
	Yes
	Yes
	Yes 

	[R.5.3-006] No single party (operator or third party) cannot track a UE identity1)
	Yes
	V2X MNO (or V2X VMNO in option 2) has the limited capability to track and identify V2X UE with attach-ID 
	V2 MVNO has the capability to track and identify V2X UE with P-IMSI (description is not clear enough)

	UE pseudonymity for personal data concealment
	Yes
	Yes
	Yes

	Protection of UE identity in the V2X messages
	Yes3)
	Yes3)
	Yes3)

	Content of the data transmitted should not lead to identification and tracking of sender UE beyond a short time period
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.

	Prevention of tracking using network attachment related data (by network)
	Yes
	V2X MNO has the limited capability to track and identify V2X UE with attach-ID
	V2 MVNO has the capability to track and identify V2X UE with P-IMSI (description is not clear enough)

	Prevention of leakage from identifiers in the V2X messages
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.

	[General Criteria #1] Impact to legacy LTE
	- Introduction of 3rd party V-CA (or, PMSI distribution entity); V-CA needs agreement and interface with HSS, secure communication (e.g. HTTPS) with UE.

- Multiple PMSIs should be downloaded and updated to V2X UE
	- Encryption of IMSI and key materials for Attach Request, Encryption of RES, AV and more.

- Dedicated V2X MNO (with MCC/MNC)
	- Dedicated V2X MVNO (with MCC/MNC)

- Multiple P-IMSI might need to be downloaded and updated to V2X UE (description is not clear enough)

	[General Criteria #2] LI2)
	FFS (It seems possible in the same regulatory environment though, by cooperation of MNO and V-CA)
	FFS. Possible when serving network and V2X MNO are in the same regulatory environment. (clause 6.9.2.1)
	Not supported in VPLMN (in EN of clause 6.14.3)

	[General Criteria #3] Others 
	- V-CA can collocated with AA (authorization authority in ETSI ITS) as a deployment scenario.
- PMSI pools might need to be categorized according to V2X service subscription information (e.g. permitted PLMNs, according to clause 4.4.1 “Authorization and Provisioning for V2X communications” of TS 23.285 [11])
 
	- In case of V2X MNO (option 1), MNO cannot have V2X subscription information and provide access service only.

	- In case of V2X MNO (option 1), MNO (regular HPLMN of UE) cannot have V2X subscription information and provide access service only.




1) The requirement is subject to regional regulatory requirements and/or operator policy for a V2X application (or any of V2V/I/N/P applications). 2) For road safety application, there seems to be no LI requirement, but for other use cases, LI requirement applies. 3) It is for UE identifier only, not Layer 2 ID, IP address, and applications layer ID
According to the evaluation in Table yy, solution 6.3 is the only solution having privacy compatible other SDOs such as ETSI ITS, which has clear separation of enrolment (authorization with permanent identity) and pseudonym distribution. Furthermore, for solution 6.9 and 6.14, independent V2X MNO (or VMNO, or MVNO) should be deployed, and usual MNO cannot take both role at the same time, because of single party tracking and identification limitation. Solution 6.14 lacks details yet, especially in that it might be the simplified and thus less secure version of Solution 6.9. It is reasonable choice to base normative work for V2X privacy, optional for the regions or operators with strong privacy requirement, on solution 6.3, and optionally solution 6.9. Solution 6.12 could be used for the regions without strong privacy requirement, but it is not clear if it should be deployed in Rel-14 V2X LTE (for NextGen alignment). 

4
Detailed proposal

It is proposed to add the following change in 7. Conclusion of TR 33.885 [x].

*** Change Proposal ***

7.y Agreement on V2X UE privacy

According to the evaluation in Table yy, solution 6.3 is the only solution having privacy compatible other SDOs such as ETSI ITS, which has clear separation of enrolment (authorization with permanent identity) and pseudonym distribution. Furthermore, for solution 6.9 and 6.14, independent V2X MNO (or VMNO, or MVNO) should be deployed, and usual MNO cannot take both role at the same time, because of single party tracking and identification limitation. Solution 6.14 lacks details yet, especially in that it might be the simplified and thus less secure version of Solution 6.9. 
The normative work for V2X Privacy, optional for the regions or operators with strong privacy requirement, is based on solution 6.3, and optionally solution 6.9. Alternatively, it would be considered not to specify V2/I privacy over Uu interface for this release, considering solution 6.13.
Table yy: Evaluation of V2X privacy solutions for regions with strong privacy requirement
	
	6.3 Solution for attach identifier obfuscation for vehicle UE privacy
	6.9 Solution using encrypted IMSI to proven MNO identifying the UE
	6.14 Providing privacy from serving network by using a dedicated V2X MVNO

	[R.5.3-005] Prevention of tracking or identification of UE identity by any other UE beyond a short time-period1)
	Yes
	Yes
	Yes 

	[R.5.3-006] No single party (operator or third party) cannot track a UE identity1)
	Yes
	V2X MNO (or V2X VMNO in option 2) has the limited capability to track and identify V2X UE with attach-ID 
	V2 MVNO has the capability to track and identify V2X UE with P-IMSI (description is not clear enough)

	UE pseudonymity for personal data concealment
	Yes
	Yes
	Yes

	Protection of UE identity in the V2X messages
	Yes3)
	Yes3)
	Yes3)

	Content of the data transmitted should not lead to identification and tracking of sender UE beyond a short time period
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.

	Prevention of tracking using network attachment related data (by network)
	Yes
	V2X MNO has the limited capability to track and identify V2X UE with attach-ID
	V2 MVNO has the capability to track and identify V2X UE with P-IMSI (description is not clear enough)

	Prevention of leakage from identifiers in the V2X messages
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.
	Not applicable. Handled by application layer or other solutions.

	[General Criteria #1] Impact to legacy LTE
	- Introduction of 3rd party V-CA (or, PMSI distribution entity); V-CA needs agreement and interface with HSS, secure communication (e.g. HTTPS) with UE.

- Multiple PMSIs should be downloaded and updated to V2X UE
	- Encryption of IMSI and key materials for Attach Request, Encryption of RES, AV and more.

- Dedicated V2X MNO (with MCC/MNC)
	- Dedicated V2X MVNO (with MCC/MNC)

- Multiple P-IMSI might need to be downloaded and updated to V2X UE (description is not clear enough)

	[General Criteria #2] LI2)
	FFS (It seems possible in the same regulatory environment though, by cooperation of MNO and V-CA)
	FFS. Possible when serving network and V2X MNO are in the same regulatory environment. (clause 6.9.2.1)
	Not supported in VPLMN (in EN of clause 6.14.3)

	[General Criteria #3] Others 
	- V-CA can collocated with AA (authorization authority in ETSI ITS) as a deployment scenario.

- PMSI pools might need to be categorized according to V2X service subscription information (e.g. permitted PLMNs, according to clause 4.4.1 “Authorization and Provisioning for V2X communications” of TS 23.285 [11])

 
	- In case of V2X MNO (option 1), MNO cannot have V2X subscription information and provide access service only.


	- In case of V2X MNO (option 1), MNO (regular HPLMN of UE) cannot have V2X subscription information and provide access service only.




1) The requirement is subject to regional regulatory requirements and/or operator policy for a V2X application (or any of V2V/I/N/P applications). 2) For road safety application, there seems to be no LI requirement, but for other use cases, LI requirement applies. 3) It is for UE identifier only, not Layer 2 ID, IP address, and applications layer ID

*** End of Change Proposal ***

